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2. In commenting upon ay remarks you 

Rational Seourity Council (NSC) in the ease 

and stated that a policy has long been established on this subject, the only 
question before the Board now being how to apply the policy in eaoh specific 

ease. 

3* However, since a formal statement of U.S. policy on this question 
does not appear to exist in the records of USC13, and since the matter la of 
vital importance in national defense, I suggest the advisability of obtain- 
ing NSC approval of the statement set forth in Inoloeure 1. 

4* At an AFSAC Meeting on 20 June 1952 the Report of the U.S./U.K. 
COMSSC Conference mentioned in paragraph 1 above was discussed. One of the 
recommendations of the conference la to release to NATO governments a number 
of high -security cryptographic machines. Before giving its approval to the 
report , which ie to be forwarded to the Joint Chiefs of Staff, and because _ 
of the \ — — 



J As Chairman of" 



AFSAC it is incumbent upon me to proceed with the execution of the AFSAC de- 
cision. However, if NSC approval of Inclosurs 1 is obtained, it will obvi- 
ously be unnecessary to take the step proposed by AFSAC and I will be in a 
position to reooBsosnd reclsicn of the AFSAC decision to bring the question 
before NSC via USCX3. 
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5. With reference to paragraph 4 of Ineloeure 1, this paragraph is 
deemed desirable in the statement of policy in view of the international 
disoussions which usually precede agreement upon cryptographic systems to 
be employed in the situations and for the purposes indicated therein. 

6. A brief history of the subject may be of interest in this con- 
nection and is attached as Inclosure 2. 



/s/ Ralph J. Canine 
RALPH J. CANINE 
Major General, US Any 
Chairman, Anted Forces Security Agency Council 

and 

USCX3 Coordinator 



Inclosures - 2 

1. U.S. Policy on Ccenunioatloos 
Security of Foreign Governments 
with which the U.S. ie Allied 
Militarily. 

2. Brief History of the Problem - 
C0MS2C versus COMINT. 
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UNITED STATES POLICY ON COMMUNICATIONS SECURITY OF FOREIGN 
G073RNMBNTS WITH WHICH THB UNITED STATES IS ALLIED MILITARILY 

EO 3.3(h)(2) 

PL 86-36/50 USC 3605 

1* When it is evident that classified information of U.S. origin, 
or classified information which pertains to mutual defense plans between 
or among the U.S. and other governments is encrypted in insecure crypto- 
graphic systems used by the other governments and as a consequence endangers 
the U.S, National Security, the U.S. may initiate such action as is appro- 
priate to cause improvement to be made i n the coamunicaticn security of 

thoee other governments, even though tho\ 

/ 



detrimental to the security of the u 0 S B and its allies if read by a poten - 
tial eneqy. If the coamunicationa l I 

methods and the government employing the particular cryptographic systems 
used to protect the wmaaunlcations is engaged in effective participation 
with the U.S. and its allies in mutual defense matters, the systems will 
be adjudged Insecure end action may be instituted to bring about an 
improvement. 

3. In each case in which corrective action is under study, steps 
will be taken, before such action ia initiated, to assure that the physical 
and personnel security of the other government concerned are such as to 
prevent so far aa practicable the leakage of classified information from 
thoee sources. 

4. For communications among allied military commands in which there 
is U.S. participation and for which there has been no previous need for 
cryptographic systems but in which there will be future requirements for 
secure communications, action may be initiated by the U.S. to provide suit- 
able means of making such oanssunications secure. 

5. Responsibility for initiating any actions which this policy may 
require Is placed upon the Director, Amed Forces Security Agency, in his 
capacities as Chairman, Armed Forces Security Agency Council, and as Coor- 
dinator, United States Canauni cations Intelligence Board. 
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BRIEF HISTORT OP THS R 
COMSEC VERSUS COMINT 
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1« The question as to which of two cryptologic aspects of tele-coco* 
munications should be considered paramount to U*S* national security in 
eases where U.3. communications intelligence (COMINT) interests and U*S* 
communication security (COMSEC) interests conflicts has come before U.S* 
authorities a number of times in recant years but ths question has always 
been considered in connection with specific cases; it has newer been 
studied attentively aa a general or basic issue* 

2* The question entered into the deliberations of ths United States 










EO 3.3(h)(2) 

PL 86-36/50 USC 3605 

In the course of the 1952 U.S./U.K. COMSEC Conference in Washington, the 
Director, AFSA, was advised by the head of the U.K. delegation that the Bri- 
tish cabinet considered CCMSEC paramount ! a nd that the British 

delegation was acting under this policy* In its first comment on the L3IB 
memorandum, USCIB set forth certain reservations and present ed an alternative 
solution which USCIB considered to be of "least detriment to| |‘* 

However, the alternative solution was unacceptable to ISIS. After lengthy dis- 
euseions, USCIB notified LSIB on 17 September 1949 that USCIB withdrew its ob- 
jections to the British plan to issue TYPE! to the Western Union nations* 

However, USCIB* s acceptance of the British plan was based upon the understand- 
ing that the TIP EX machines to be issued to Western Union nations would be 
specifically limited in their use, vis*, (a) to encrypt "METRIC" communica- 
tions only, and (b) that these would largely be military communications at 
Supreme Command and Governmental level in connection with Western Union De- 
fense matters, the latter being a limitation which was explicitly stated in 
the very first paragraph of the LSIB memorandum of 30 June 1949* 

4* Later, i&en the Western Union idea expanded into the North Atlantic 
Pact, the subject of secure cossaunications for NATO entered into the picture* 

A U*K« proposal to issue the TTPEX MARK II to NATO countries for NATO communi- 
cations was accepted by the U*S* but in a memorandum dated 19 October 1949 the 
Department of State made a reservations 

"The Department of State member of USCIB feels that the British 
offer should be accepted provided that the use of these crypto-materials 
is specifically limited to those military communications of the signa- 
tory nations that concern North Atlantic Pact defense matters." 

5* A short time after the use of TYPES was approved for highest level 
NATO cccmunicatlons it was recognized that certain purely national cesummi ca- 
tions at the same level, containing COSMIC information or references thereto, 
ought to be encrypted in systems of security higher than that afforded by 
those employed by certain NATO govemwnts* For this reason permission was 
granted to the NATO governments to use the TYPEX for such purely national 
communications also, and an offer was made to instruct the governments con- 
cerned in the proper methods of compiling their own national key and key- 
lists* However, not much advantage has thus far been taken by those govern- 
ments to receive such instruction and to avail themselves of the possibilities* 

6* For intermediate or second-level NATO communications the U.S* auth- 
orities late in 1949 decided to recommend supplying NATO governments with the 
CCM, a decision later accepted by the U*K* authorities* However, the distri- 
bution of the CCM* s and the circumstances under which they are to be used at 
this level are such that it is valid to assume that the connunications to be 
encrypted will be practically all military, net diplomatic messages. 

7* The preceding history establishes the fact that in agreeing to pro- 
vide secure machines for Western Union and for NATO powers, there was always 
the reservation and understanding that they would be used for military Western 
Union "METRIC" or for NATO "COSMIC" communications, and not for purely 
national diplomatic corammioaticris of any of the powers involved* 
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8* The question of the use of U*S* or UoK. crypt o-machin as for non- 
military coommloations of NATO powers first cease into the picture with the 
consideration of the I I csss® After rather lengthy preliminary discus- 

sions between USCIB and LSX3 beginning in August 1948 and intermittently con- 
tinued until April 1949* a formal U«s*/U.K. conference on the subject was held 
in Washington in May 1951* The final report of the conference was considered 
by USCIB on 24 May 1951* at which time it was decided to forward the report to 
the National Security Council for approval because of the repercussions which 
the recomaendations of the conference would have, if implemented, on U.S, 

I ~~| sources* The report did not explicitly raise, as a general 

or basic isauo» the oueetlo n as to which is more important to our national 
security, l in cases where these opposing interests are in- 

volved; it dealt specifically with the problem of I l communication secu- 
rity* In forwarding the report to NSC this basic issue was not raised in the 
covering memorandum USCIB 14/137* In its decision the NSC did not raise nor 
answer the question, since the decision (USCIB 14/189) merely states that "the 
President ••• has this date approved the conclusions and recommendations con- 
tained in the report of the U3CIB-LSIB representatives •••” 



9* The NSC action in the | | case may warrant the conclusion that 

the NSC decision in that case can be taken as a policy-setting decision* 
However, the question is of such vital concern to U*3* national interests 
that it would be better to have the decision on record in the form of a 
clear-cut statement of policy for general guidance, rather than in the form 
of an implication derived from a single NSC action in a specific case* 
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